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Records Management Policy

Authority and Purpose

The OCERS Board of Retirement (Board) has authority to establish efficient records management
procedures and to provide for the maintenance and disposal of records within its jurisdiction (Gov.
Code § 31537). In addition (per Gov. Code § 12236), the Secretary of State is to establish
guidelines for local government record retention. OCERS has leveraged those guidelines in drafting
this policy.

This Records Management Policy establishes timeframes for the retention and destruction of
OCERS’ records in a manner compliant with binding statutes and regulations. This policy
recognizes that effective records management ensures that records are kept only as long as they
have administrative, fiscal, or legal value.

An up-to-date record retention schedule ensures that OCERS' obsolete records are properly and
timely destroyed and enables efficient responses to public record requests. Retaining expired
records is costly and makes it more difficult to find the records needed to OCERS business.

Policy Objectives
The objectives of the policy are to ensure that:
e OCERS maintains its records for the necessary time period;

e OCERS properly disposes of records once the retention period has passed; and

e OCERS’ staff is informed of the requisite retention periods for agency records.

Definitions
For purposes of this policy, the following definitions apply:

1. Records — Documents and files created, received, owned, or used by OCERS regardless of
physical form or the manner in which the record has been stored. For records created by
OCERS, this policy only applies to records in their final form, that is, records that have been
finalized or approved for the OCERS’ activity related to the content of the record.

2. Non-Records - Material not included within the definition of Records, such as documents
or files kept only for convenience or reference. For example:
e Informal notes, working papers, and calculations.
e Library and reference material.
e Rough drafts.

3. Records Retention Schedule or Retention Schedule — The table set forth below that
designates the period of time that each record must be retained, after which time each
record is to be disposed of. Records are listed by Division and category.
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4. Retention Period — The length of time a record must be retained to fulfill its administrative,
fiscal, or legal function. The required retention period is listed in the Retention Schedule.

5. Drafts — Drafts consist of works in progress, preliminary drafts, and copies of notes that
have either not been finalized or approved. Preliminary drafts and notes are to be disposed
of once the document or file they apply to has been finalized. The Retention Schedule does
not apply to draft documents and files. It is OCERS’ policy that such preliminary drafts and
notes are not to be retained.

Retention and Disposition of Records

The Board’s policy is that records should be retained only as long as they serve the
administrative, legal, or fiscal purposes for which they were created, after which they should
be disposed of as soon as practicable and in a secure manner.

Records have administrative value when they are created to help accomplish the functions for
which OCERS is responsible, and have administrative value only as long as they assist OCERS in
performing current or future work. Their administrative use is exhausted when the
transactions to which the records relate are complete.

Records have legal value when they contain evidence of OCERS’ legally enforceable rights or
obligations. Examples are records that provide the basis for action, such as legal
recommendations and opinions; documents representing transactions and agreements, such
as leases, titles, and contracts; and records evidencing action in particular cases, such as claim
forms, filings, and pleadings.

Fiscal records pertain to OCERS' financial transactions, for example, budgets, ledgers, financial
statements, and payrolls. After some fiscal records have served their function, additional
retention may be necessary to protect OCERS against court action, to support audits, or to
comply with IRS rules.

Proper disposal of outdated records is an essential part of a records management program in
order to protect any confidential information included in the records. Additionally, if records
were never destroyed, the agency's file cabinets and computer networks would fill up with
obsolete records that are no longer useful or necessary to the conduct of OCERS' business. The
volume of such records would make it more and more challenging to search for and find the
records that are still valuable and necessary to OCERS’ operations or that are responsive to
discovery and public record requests.

The Retention Schedule specifies the time period that at least one version of a designated record
must be retained. For example, paper records may be disposed of at any time after they are saved
in a digital format or are transferred to an electronic recordkeeping system. Once the retention
period has passed, all copies of the record should be disposed of as soon as practicable or, at the
latest, by the end of that calendar year. Copies of the record should be disposed of regardless of
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format or location, i.e., paper and digital versions, located on- or off-site. Records will be disposed
of as follows:

e All paper records will be destroyed by placing them in the secure shredding bins located in
the OCERS' office.

e All electronic records will be purged from OCERS’ systems manually by the user or
automatically by the system configured to automatically purge/delete the records in
accordance with the established retention period.

Electronic Mail

Unless otherwise required by law, a litigation hold, or Board Policy, email communications will not
be retained for more than two years. OCERS' email database will archive all email that is older than
one year and then automatically delete email older than two years.

Exceptions to the Retention Schedule
CEO Approval

The Chief Executive Officer ("CEO”) may authorize retention of a record beyond the period shown
on the Retention Schedule by designating the record as an archival record and providing a revised
disposal date. Requests to depart from the Retention Schedule must be approved in writing by the
CEO or their designee.

Litigation Holds

Whenever a division within OCERS learns that litigation against OCERS is reasonably anticipated,
threatened, or pending, the division must notify the Legal Division. The Legal Division will analyze
the potential for litigation and, as needed, issue a litigation hold letter to the appropriate parties.
OCERS’ staff must comply with the directives of the Legal Division for the retention of records
pursuant to a litigation hold letter even if those directives require retention of a record beyond the
period stated in the Retention Schedule.

Compliance

It is the responsibility of the Director of each Department (or Senior Executive where there is no
Director within the applicable Division) to:

e ensure this policy is communicated to every team member in the Department/Division;
e ensure the Department/Division is initially brought into full compliance with this policy;

e institute a periodic reminder system and process for ensuring the Department/Division
remains in full compliance with this policy;

e require each team member in the Department/Division to certify to the Director on an
annual basis that the Department/Division is in full compliance with this policy; and
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e review the record categories listed in the Retention Schedule on at least an annual basis to

confirm that the record categories continue to be accurate and reflective of the types of
records maintained by the related Department/Division and promptly inform the Legal

Division if any modifications are necessary.

Record Retention Schedule

Board of Retirement

Record Category Description/Citations Retention Period
Board Meeting agendas, Materials for any meeting of the Board or Board Committee. Permanent
materials, and minutes
Digital Recordings of Board Gov. Code § 54953.5(b) allows for destruction of recordings 30 days Permanent
Meetings after the recording is made. However, the board voted on October 21,

2013 to change the retention period to permanent.

Board Policies and Charters Permanent
Board Resolutions Permanent
Employer Sponsor Permanent
Agreements and MOUs

Board of Supervisors Permanent
Resolutions

Actuarial Reports Permanent

Executive Division

Record Category Description/Citations

Retention Period

OCERS' Business Plan

Active + 5 years

OCERS' Strategic Plan

Active + 5 years

Executive Charters Permanent

Evolution of the UAAL Permanent

Annual Employer Report Permanent
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Investments

Record Category

Description/Citations

Retention Period

Capital Call Letters/Wire
Transfers

Redundant with Finance Dept and State Street

Active + 5 years

Investment Performance
Reports

7 years

Investment Manager,
Custodian, and
Consultant
Correspondence;
Portfolio Reviews

Correspondence includes work paper, pacing studies from Investment
Consultants and Investment Manager Search Materials from Consultants

7 years

Form ADV

Uniform Application for Investment Adviser Registration and Report by
Exempt Reporting Adviser

7 years

Investment Manager
Contracts

Including separately managed accounts, limited partnerships, mutual
funds, and collective trust funds.

Active + 5 years

Administrative Services

Record Category

Description/Citations

Retention Period

Employee Personnel
Files

Including, e.g., performance evaluations, disciplinary actions and family
leave records.

Civil Rights Act of 1964 (Title VII)
Americans with Disabilities Act (ADA)
GINA, FMLA

29 CFR §§ 1602.14, 1627.3

Cal Labor Code § 1198.5, CCP §337

Termination + 4 years

"Termination" refers to
date employee is no
longer employed by
OCERS for any reason.

Payroll Records

Including time keeping records and wage attachment or garnishment
records

Cal Labor Code § 1174, CCP §337
29 CFR §§ 1602.31, 1620.33(b), 1627.3

Termination + 4 years
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Record Category

Description/Citations

Retention Period

Recruitment Process
Records

Including job postings, résumés, applications, and any scored
components.

Age Discrimination in Employment Act (ADEA)
ADA

Title VII

Termination + 4 years

For non-hires: 1 year
from no-hire decision.

Background Checks

Title VII

1vyear

Form I-9

8 CFR § 274a.2

Later of date of hire + 3
years or

Termination + 1 year

Employment Benefits

Including plan descriptions, reports, and amendments.

Employee Retirement Income Security Act (ERISA)

Active + 6 years

OSHA and CAL/OSHA
Forms and Records

Occupational Safety and Health Administration (OSHA), e.g., 29 CFR
§§1904.2, 1904.33.

CAL/OSHA: Cal Labor Code § 6300, 8 CCR 14300.33

5 years

Disability Records and
Employee Medical Files

ADA, GINA, FMLA

Termination + 4 year

Workers’ Comp Records

Termination + 4 years

Operational Support Services

Record Category

Description/Citations

Retention Period

Contracts and Agreements (including
OCERS' RFP and the successful

bidder’s RFP Response)

Agency-wide contracts other than those for investment
managers and for the purchase of real estate. E.g., hardware
and software licenses and agreements, medical provider
contracts, professional services agreements, etc. CCP §337

Active + 4 years

Unfilled RFPs and RFP Responses of 4 years
unsuccessful bidders
Real Estate Contracts Contracts for the purchase of real property. Duration of

ownership + 10 years

Insurance Policies

Active +7 years
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Finance

Record Category

Description/Citations

Retention Period

Accounts Payable Ledgers and 7 years
Schedules, including Vendor Files,
Invoices from Vendors,
Employee/Board Member Expense
Reports and 1099s
Accounts Receivable Ledgers and 7 years
Schedules, including invoices to
customers, employees, employers,
and members
Actuarial Reports Consists of accounting schedules provided to Actuary in 7 years
Accounting Support support of preparing the valuation, including financial

statements, reserve schedule, contributions and benefit

payments by rate group, and covered payroll. Guidelines for

retention of Final Actuarial Report can be found under Board

section of the Retention Schedule.
Agency Administrative Budget, Final budget will be included in retention guidelines for Board | 5 years
including department budget materials under the Board section of the Retention Schedule.
templates, presentation materials,
and other supporting documentation
Audited Financial Permanent
Statements/Annual Report
Bank Statements/Reconciliations, 7 years
Cancelled Checks, and Deposit Slips
Cash Disbursements Journal Permanent
Cash Receipts Journal Permanent
Contribution Accounting Records for Finance is responsible for the accounting activity of EE & ER 7 years
EE & ER Retirement Contributions contributions, but retention of permanent and other EE/ER

records (transmittals, contribution rates, etc.) is maintained in

the Pension Administration Software and the responsibility of

Member Services.
Fixed Assets and Depreciation 26 USC §168(e) (IRS depreciation rules) Permanent
Schedules
General Ledger and General Journal Permanent
Chart of Accounts Permanent
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Member Services

Record Category Description/Citations Retention Period
Member File The Member account in the pension administration system Permanent
application.
Including:
. 1099's

e  Support Orders and Tax Levies

e  Dissolution documents

e Member identification documents
e  Death Certificates

e  Transaction requests

CCP §§ 704.110, 706.031; 26 USC §§ 6322, 6333; ERISA §§
107, 209; Gov. Code § 31532

CCP § 338

Member Services Actuarial Reports Including member specific documents provided by actuaries Permanent
regarding 415 calculations or option 4 calculations.

Employer Records Including microfiche and payroll records Permanent

ERISA §§ 107, 209; CCP § 338; Civ. Code §§ 1798.3, 1798.21,
1798.24,1798.27, 1798.77; Gov. Code § 31532
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Disability

Record Category

Description/Citations

Retention Period

Disability Files

Disability Files consist of all records relating to a
member's disability application, including:

e Disability application packet

e  Medical records and reports

e Workers’ Compensation file documents
. Investigator Reports

e  Employer File documents

e  Correspondence regarding the disability
application

ERISA §§107, 209

Active + 6 years*
Disability files are considered “Active”
until all administrative proceedings have
concluded and the Board has made a
final decision.
* Certain Disability File records are
scanned into the pension administration
system and retained permanently in the
member file, including:
=  Disability Application
=  Employee and Employer
statements
L Employer accommodation
document
=  Physician’s statement of
disability
= Attorney designation form
=  Workers’ Compensation
statement
= Supervisor’s statement
. IME reports
=  Disability correspondence
between OCERS and member,
including earlier effective date
requests

= Board release
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Legal

Record Category Description/Citations Retention Period
Legal Memoranda and other Attorney Indefinitely, i.e.,
Work Product retained for the period

of time they are
deemed useful by the
General Counsel and
then destroyed.

Administrative Record and related Cases are considered “Active” until all writs and appeals Active + 5 years
filings for hearings, appeals, and writs have been fully adjudicated.
of both member and non-member
actions

Securities Litigation Reports from 7 years
Outside Counsel

Communications
Record Category Description/Citations Retention Period
At Your Service magazines Including historical SPD publications. Indefinitely, i.e.,
retained for the period
of time they are
deemed useful by the
CEO and then
destroyed.
Media releases, Board Indefinitely
commendations, and Board member
biographical info
OCERS Today newsletters This includes all employee newsletters created by Indefinitely
Communications.
Informational Videos This includes video tutorials and FAQs created by Active
Communications.
OCERS by the Numbers publications Indefinitely
Records Management Policy 10012
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Internal Audit
Record Category Description/Citations Retention Period
Audit Reports and Work Papers PCAOB — Auditing Standard No. 3. 7 years
Securities and Exchange Commission, RIN 3235-
Al74, Retention of Records Relevant to Audits and
Reviews.
Hotline Case Reports 7 years

Information Technology

Record Category

Description/Citations

Retention Period

IT Asset Inventory

Life of Asset

Agency Reports generated by IT 1year
IT Programming/Operations Requests 1vyear
Hardware and Software Reference Material To include design specification documents

and User Guides Active
IT Audit and Assessment Reports 7 years

Hardware and Software Serial Numbers and
Activation Keys

Life of Product

IT Project Documentation

Project life + 1 year

Server Data Backups

1vyear

Information Security

Record Category

Description/Citations

Retention Period

documents, plan documents, and summary
reports.

Information Security Advisory and Audit 3 years
Committee Material

IS Audit and Assessment Reports 7 years
Information Security Event Notifications 1year
Security Incident Reports Including supporting documentation 5 years
System Summary Reports E.g., email security, and Rapid 7 3 years
Business Continuity Program Documentation Including meeting materials, recovery 5 years
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Policy Review

The Board will review this policy at least every three years to ensure that it remains relevant and
appropriate.

Policy History

This policy was adopted by the Board on November 15, 2021. It replaces the Record Retention
Policy and Guidelines adopted by the Board on October 23, 2003.

Secretary’s Certificate

I, the undersigned, the duly appointed Secretary of the Orange County Employees Retirement
System, hereby certify the adoption of this policy.

M—E)/ 11/15/2021

Steve Delaney Date
Secretary of the Board
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