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Section 1: Introduction
The Orange County Employees Retirement System (“OCERS”) is requesting qualifications from firms
interested in providing Information Technology and/or Cybersecurity services.

Questions about this Request for Qualifications (“RFQ”) must be submitted in writing by 5:00 pm, PT,
August 14, 2026 to Senior Manager of Operations and Support Services, by email at
procurement@ocers.org.

Those who wish to be considered must submit their completed Statement of Qualifications (“SOQ”) by
5:00 p.m., PT, August 31, 2026. Specific instructions for SOQ submissions are contained in Section 7 of
this RFQ.

Section 2: Background

OCERS was established in 1945 under the County Employees Retirement Law of 1937, providing members
with retirement, disability, death, and cost-of-living benefits. There are approximately 50,000 members
served by OCERS, of which over 19,000 are retirees. OCERS is governed by a ten-member Board of
Retirement (“Board”), which has plenary authority and fiduciary responsibility for the investment of
moneys and administration of the retirement system. OCERS has over one hundred employees, and the
Board appoints a Chief Executive Officer responsible for the agency’s management. For additional
information about OCERS, please refer to the OCERS website at ocers.org.

Section 3: Scope of Services

OCERS is soliciting SOQs from qualified vendors (respondents) to establish a pre-qualified bench of
Information Technology (IT) and Cybersecurity service providers who can provide IT or Cybersecurity
services on an as-needed basis (“IT Vendor Bench”) across various categories of service.

The firms selected for this engagement will be expected to meet requirements that include, but are not
limited to, the following:

1. The firm must have all necessary permits and licenses to perform the requested services and must
be bonded where applicable.

2. Minimum insurance coverage must include the following items, and proof of such insurance must
be provided to OCERS prior to the commencement of work, on an annual basis, and upon request:
e Commercial General Liability: S2M per occurrence, $2M aggregate
e Automobile Liability: $1M per occurrence, $2M aggregate
e  Workers Compensation: $1M per occurrence, S1M aggregate
e Cyber Security Insurance: $2M per occurrence, S5M aggregate

OCERS must be listed as an additional insured on the above policies.

3. The firm shall provide all personnel, equipment, tools, materials, vehicles, supervision, and other
items and services necessary to perform all services, tasks, and functions as requested in this RFQ.
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4. The initial term of the contract awarded pursuant to this RFQ will be for a period of up to six years
with OCERS retaining the option to renew the contract on an annual basis or otherwise, except
that the total term of the contract will not exceed six years.

5. All work under the contract awarded shall be performed and all equipment furnished or installed
in accordance with applicable safety codes, ordinances, and other regulations, including the
regulations of the State of California, Division of Industrial Safety and the provisions of the
California Labor Code.

6. The IT Vendor Bench will cover, but not be limited to, the following categories of service.
Respondents may respond to one or more categories in their SOQ. Each category includes a
description of the services and capabilities OCERS may seek. See Exhibit “A” (Scope of Services)
for examples and details of specific services under each category. Respondents must complete
Exhibit “B” (Statement of Qualifications Cover Page and Check List) to identify the specific
categories they are responding to.

1. Infrastructure Services & Hardware
a. Database Services
b. Backup, Disaster Recovery and Business Continuity Services
c. Telecommunications Services
d. loT
2. Software & Application Services / Subscriptions
a. Web Services
b. Software development
Java Development Services
Cybersecurity Services
Managed IT Services & IT Support Services
Cloud Computing Services
Data & Analytics Services
Consulting and Strategy Services
Artificial Intelligence, Automation and Integration Services
Artificial Intelligence
Automation / Business Process Orchestration
Robotic Process Automation (RPA)
APl management
e. Al Observability and Governance
10. Value Added Reseller — VAR
11. Enterprise Collaboration, Productivity and Digital Workplace Services
12. Oracle Database/WebLogic Services

LN LA Ww

o0 oo

Section 4: General Conditions

All terms, conditions, requirements, and procedures included in this RFQ must be met in order for
Respondent to be deemed qualified. An SOQ that fails to meet any material term, condition, requirement,
or procedure of this RFQ may be disqualified. OCERS reserves the right to waive or permit the cure of non-
material errors or omissions. OCERS reserves the right to modify, amend, or cancel the terms of this RFQ
at any time.
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OCERS may also modify this RFQ before the date fixed for submission of SOQs by posting, mailing,
emailing, or faxing an addendum to respondents who are known to be interested in submitting a
response. Failure of any respondent to receive or acknowledge receipt of an addendum, however, will not
relieve respondent of the responsibility for complying with the terms thereof.

A respondent’s SOQ shall constitute an irrevocable offer for the 120 days following the submission
deadline. Reference to a certain number of days in this RFQ shall mean calendar days unless otherwise
specified.

All SOQs submitted in response to this RFQ will become the exclusive property of OCERS. Therefore, SOQs
will not be returned to Respondents.

By submitting an SOQ, the respondent acknowledges that it has read this RFQ, understands it, and agrees
to be bound by its requirements unless clearly and specifically noted in their submitted SOQ.

Section 5: Point of Contact

A quiet period will be in effect from the date of issuance of this RFQ until announcement of the
candidate(s) selected. During the quiet period, respondents are not permitted to communicate with any
OCERS staff member or Board Member regarding this RFQ except through the Point of Contact named
herein. Respondents violating this quiet period may be disqualified at OCERS’ discretion. In addition,
respondents having current business with OCERS must limit their communications to the subject of such
business.

OCERS’ regular business hours are from 08:00 to 17:00, Monday through Friday, except for federal and
state holidays observed by the County of Orange.

The Point of Contact for all matters relating to this RFQ is:

Title: Senior Manager, Operations and Support Services
OCERS
Physical Address: 2223 E Wellington Ave., Suite 100

Santa Ana, CA 92701

OCERS
Mailing Address: P.O. Box 1229
Santa Ana, CA 92701

Telephone: (714) 569 4818
Email: procurement@ocers.org
OCERS Website: www.OCERS.org
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See the OCERS website for status of the RFQ and announcements. These

Status:

items can also be found here: https://www.ocers.org/request-proposal

Section 6: Response to Request for Qualifications (SOQ)
SOQs must be submitted to the Point of Contact identified in Section 5 and delivered by the due date and

time stated below in the RFQ Schedule.

OCERS will accept electronic submissions only. SOQs may be submitted electronically in Microsoft Word

or Adobe Acrobat PDF format. Submission must be submitted to the PlanetBids site.

RFQ Schedule

The following timetable constitutes a tentative schedule for this RFQ process. OCERS reserves the

right to modify this schedule at any time.

Date
Release of RFQ July 31, 2026
RFQ Questions Deadline August 14, 2026
RFQ Answers Posted August 21, 2026

RFQ Submission Deadline August 31, 2026

OCERS Review of RFQ Submissions September 28, 2026
Interviews of Finalist To be determined

Service Award To be determined

Section 7: Statement of Qualifications Requirements

SOQs must include the following information:

Time
5.00pm PST
5.00pm PST
5.00pm PST

5.00pm PST

1. The Statement of Qualifications Cover Page and Checklist, attached as Exhibit “B.”

2. An executive summary that provides the respondent’s background, experience, and other
qualifications to provide the services in Exhibit “A” (Scope of Services) and as marked applicable

to respondent within Exhibit “B.”

3. A description of the respondent including:

a. Cover letter and executive summary, including year the respondent firm was formed.

b. Categories within the Scope of Services for which the respondent is seeking qualification.

OCERS RFQ - IT & Cybersecurity Services
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c. Detailed description of capabilities, relevant experience and services offered for each
applicable category.

d. Ownership structure.

e. Office locations.

f. Key personnel bios and certifications.

g. Sample project(s) or case studies for each applicable category.

4. The names and qualifications of the staff that will be assigned to OCERS work, including a detailed
profile of each person’s background and relevant individual experience.

5. At least three (3) references for which the respondent has provided services similar to those
included in the Scope of Services. Please include for each reference the individual point of contact,
a summary of the work performed, and the length of time the respondent provided each service.

6. Copies of any pertinent licenses required to deliver respondent’s product or service (e.g., business
license).

7. Rate card with hourly and project-based rates for each applicable category of service. An
explanation of the pricing proposal for the scope of work, including pricing of fees and costs, billing
practices, and payment terms that would apply. OCERS does limit the pricing approach to pricing
and will consider alternative pricing methods for the scope of work, or portions of it. This section
of the response should include an explanation as to how the pricing approach(es) will be managed
to provide the best value to OCERS. The respondent should represent that the pricing offered to
OCERS is, and will remain, equivalent to or better than that provided to other public pension fund
or institutional investor clients or explain why this representation cannot be provided. All pricing
proposals should be “best and final,” although OCERS reserves the right to negotiate on pricing.

8. An explanation of all actual or potential conflicts of interest that the respondent may have in
contracting with OCERS.

9. A description of all past, pending, or threatened litigation, including malpractice claims,
administrative, state ethics, disciplinary proceedings, and other claims against respondent
and/or any of the individuals proposed to provide services to OCERS.

10. Any other information that the respondent deems relevant to OCERS’ selection process.

Section 8: Evaluation Criteria
Responses will be evaluated based upon the following:
1. Technical experience and reputation of the respondent.
2. Breadth and depth of services offered.
3. Quality of the team proposed to provide services to OCERS, including staffing depth,
experience, turnover, and compensation.
Pricing and value.
Compliance with technical standards contained in this RFQ.
The organization, completeness, and quality of the response.
Other factors OCERS determines to be relevant.

Nous

The factors will be considered as a whole, without a specific weighting.
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OCERS may require one or more interviews with presentations by finalists to be conducted with staff
or members of the Board of Retirement.

If the SOQ’s information is deemed to be insufficient for evaluation, OCERS may request additional
information or reject the SOQ outright at OCERS’ sole discretion. In addition, false, incomplete, or
unresponsive statements may result in rejection of the SOQ.

Section 9: Non-Discrimination Requirement

By submitting an SOQ, the respondent represents that it and its subsidiaries do not and will not
discriminate against any employee or applicant for employment based on race, religion, color, national
origin, ethnic group identification, mental disability, physical disability, medical condition, genetic
information, marital status, ancestry, sex, gender, sexual orientation, gender identity, gender expression,
age, or military and veteran status.

Section 10: Notice Regarding the California Public Records Act
The information submitted in response to this RFQ will be subject to public disclosure pursuant to the
California Public Records Act (California Government Code Section 7920.000, et. seq., the “Act”). The Act
provides that all records relating to a public agency's business are open to public inspection and copying
unless exempted explicitly under one of several exemptions set forth in the Act. If a respondent believes
any portion of its SOQ is exempt from public disclosure under the Act, the respondent must provide a full
explanation and mark such portion “TRADE SECRETS,” “CONFIDENTIAL,” or “PROPRIETARY,” and make it
readily separable from the balance of the response. SOQs marked “TRADE SECRETS,” “CONFIDENTIAL,” or
“PROPRIETARY” in their entirety will not be honored, and OCERS will not deny public disclosure of all or
any portion of proposals so marked.

By submitting an SOQ with material marked “TRADE SECRETS,” “CONFIDENTIAL,” or “PROPRIETARY,” a
respondent represents it has a good faith belief that the material is exempt from disclosure under the Act;
however, such designations will not necessarily be conclusive, and a respondent may be required to justify
in writing why OCERS should not disclose such material under the Act. Fee and pricing proposals are not
considered “TRADE SECRET,” “CONFIDENTIAL,” or “PROPRIETARY.”

If OCERS receives a request pursuant to the Act for materials that a respondent has marked “TRADE
SECRET,” “CONFIDENTIAL,” or “PROPRIETARY,” and if OCERS agrees that the material requested is not
subject to disclosure under the Act, OCERS will either notify the respondent so that it can seek a protective
order at its own cost and expense, or OCERS will deny disclosure of those materials. OCERS will not be
held liable for inadvertent disclosure of such materials, data, and information or for disclosure of such
materials if deemed appropriate in OCERS’ sole discretion. OCERS retains the right to disclose all
information provided by a respondent.

If OCERS denies public disclosure of any materials designated as “TRADE SECRETS,” “CONFIDENTIAL,” or
“PROPRIETARY,” the respondent agrees to reimburse OCERS for, and to indemnify, defend, and hold

harmless OCERS, its Boards, officers, fiduciaries, employees, and agents from and against:

1. Any and all claims, damages, losses, liabilities, suits, judgments, fines, penalties, costs, and
expenses, including, without limitation, attorneys’ fees, expenses, and court costs of any nature
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whatsoever (collectively, “Claims”) arising from or relating to OCERS’ non-disclosure of any such
designated portions of an SOQ; and

2. Any and all Claims arising from or relating to OCERS’ public disclosure of any such designated
portions of an SOQ if OCERS determines disclosure is required by law, or if disclosure is ordered by a
court of competent jurisdiction.

Section 11: Contract Negotiations

OCERS will propose a contract to the successful respondent, which will contain such terms as OCERS, in
its sole discretion, may require. In addition, the selected firm will agree that this RFQ and the firm’s SOQ
will be incorporated into any resulting contract.

This RFQ is not an offer to contract. Acceptance of an SOQ neither commits OCERS to award a contract to
any respondent nor does it limit OCERS’ right to negotiate the terms of a contract in OCERS’ best interest,
including the addition of terms not mentioned in this RFQ. The final contract must, among other terms
and conditions required by OCERS, allow OCERS to terminate the contract a) for OCERS’ convenience, b)
if funds are not appropriated for the services, or c) for default.

The general form of the contract OCERS intends to use is included as Exhibit “C” (“OCERS Services
Agreement”). OCERS reserves the right to make changes to the contract prior to execution, including
material changes. The final Scope of Services to be included in the contract will be determined at the
conclusion of the RFQ process.

By submitting an SOQ without comment on the OCERS Services Agreement, respondent will be deemed
to have agreed to each term in the OCERS Services Agreement, and to not seek any modifications to it. If
respondent objects to any term in the OCERS Services Agreement or wishes to modify or add terms to the
OCERS Services Agreement, the proposal must identify each objection and propose language for each
modification and additional term sought. A rationale should be included for each objection, modification,
or addition.

Section 12: Reservations by OCERS

In addition to the other provisions of this RFQ, OCERS reserves the right to:

1. Cancel or modify this RFQ, in whole or in part, at any time.

2. Make such investigation as it deems necessary to determine the respondent’s ability to furnish
the required services, and the respondent agrees to furnish all such information for this purpose
as OCERS may request.

3. Reject the SOQ of any respondent who is not currently in a position to perform the services, or
who has previously failed to perform similar services properly, or in a timely manner, or for any
other reason in OCERS’ sole discretion.

4. Waive irregularities, to negotiate in any manner necessary to best serve the public interest, and
to make a whole award, multiple awards, a partial award, or no award.

5. Award a contract, if at all, to the firm which will provide the best match to the requirements of
the RFQ and the service needs of OCERS in OCERS’ sole discretion, which may not be the SOQ
offering the lowest fees.
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6. Request additional documentation or information from respondents, which may vary by
respondent. OCERS may ask questions of any respondent to seek clarification of a SOQ or to
ensure the respondent understands the scope of the work or other terms of the RFQ.

7. Reject any or all SOQs submitted in response to this RFQ.

8. Choose to not enter into an agreement with any of the respondents to this RFQ or to negotiate
for the services described in this RFQ with a party that did not submit a SOQ.

9. Determine the extent, without limitation, to which the services of a successful respondent are or
are not actually utilized.
10. Defer selection of a respondent to a time of OCERS’ choosing.

11. Consider information about a respondent other than, and in addition to, that submitted by the
respondent.
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Exhibit A
Scope of Services

1. Infrastructure Services & Hardware

A. Database Services

Emphasis on Azure Fabric OnelLake, SQL and Oracle DBA services
Database design, installation, and configuration

Performance tuning and optimization

Database migration and upgrades

High availability and clustering solutions

Database monitoring and maintenance

B. Backup, Disaster Recovery and Business Continuity Services

Emphasis on Azure and third-party solutions for immutable data backups, data replication,
failover and site recovery

Backup architecture design and implementation
Immutable backup solutions

Cloud backup services

Disaster recovery planning

Disaster recovery testing and exercises

Recovery Time Objective (RTO) and Recovery Point Objective (RPO) assessments
Azure Site Recovery implementation and management
Business continuity planning (BCP)

Business impact analysis (BIA)

Continuity of Operations Planning (COOP)

Crisis management planning

Emergency communications planning

Business continuity tabletop exercises

Disaster recovery runbook development

Recovery orchestration and automation

Data replication and failover solutions

Cyber recovery planning

Ransomware recovery preparedness

Resilience assessments

Operational resilience consulting

Backup security and governance reviews

C. Telecommunications Services

VolP solutions and management

Unified Communications (UC) platforms

Network cabling and infrastructure setup

Video conferencing solutions

Multi-Channel Contact center systems and integration with IVR, Al bot and advanced metrics
and data analytics
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D. 10T (Internet of Things)

loT device deployment and management
Edge computing integration

loT security services

Sensor network setup and monitoring
Predictive maintenance solutions

2. Software & Application Services / Subscriptions

A. Web Services

Emphasis on SharePoint site and portal design, intranet/extranet development, integration
with Microsoft 365, Azure and CoPilot, SharePoint advanced management configuration,
permissions and governance configuration, workflows and webparts implementation
Website design and hosting

Web application development

E-commerce solutions

Domain and DNS management

Content Management Systems (CMS)

SharePoint Development

B. Software Development

Custom application development and Application modernization
Mobile app development (iOS & Android)

APl development and integration

Automated software testing and quality assurance

3. Java Development Services

Enterprise Java application design and development

Spring / Spring Boot framework implementation

Java EE (Jakarta EE) architecture and integration

Microservices development and containerization (Docker, Kubernetes)
RESTful and SOAP web services using Java

Java-based middleware integration

JMS (Java Message Service) design and configuration

0 Message-driven beans and asynchronous messaging

0 Integration with ActiveMQ, RabbitMQ, IBM MQ, or Kafka

0 Messaging queue monitoring and optimization

Performance tuning and JVM optimization

Continuous integration and deployment (CI/CD) pipelines for Java applications
Java application support and maintenance

4. Cybersecurity Services

Cybersecurity Services may include advisory, assessment, implementation, operational support,

managed services, and staff augmentation related to the protection of the organization’s systems,
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networks, applications, data, users, and technology environment. Services may include, but are not
limited to, the following:

A. Cybersecurity Strategy, Governance, and Program Support
e Cybersecurity program assessments, maturity assessments, security roadmaps, control
framework alignment, security governance support, virtual CISO or advisory services,
cybersecurity metrics, and executive or board-level reporting.

B. Security Risk Assessments and Audits
e Enterprise security assessments, technical control assessments, gap assessments, risk
assessments, compliance readiness assessments, internal audit support, and remediation
planning.

C. Security Policy, Standards, and Procedure Development
e Development or review of cybersecurity policies, standards, procedures, control
requirements, security operating procedures, and related governance documentation.

D. Penetration Testing, Red Teaming, and Security Testing
e Network, application, cloud, wireless, social engineering, and physical penetration
testing; red team, purple team, and adversary simulation exercises; exploitation
validation; and remediation verification.

E. Vulnerability Management and Exposure Management
e Vulnerability scanning, vulnerability assessment, exposure management, continuous
threat exposure management (CTEM), configuration assessment, remediation
prioritization, patch management advisory, attack surface management, breach and
attack simulation (BAS), and vulnerability management program support.

F. Identity and Access Management / Identity Governance
e |dentity governance, access reviews, privileged access management, authentication
controls, multi-factor authentication, passwordless authentication, single sign-on, role-
based access control, lifecycle management, directory services, machine identity
management, certificate-based authentication, identity threat detection and response
(ITDR), and identity security assessments.

G. Security Monitoring, SOC, SIEM, and SOAR Services
e Security logging, SIEM design and implementation, SIEM tuning, use case development,
alert triage, SOAR automation, security operations center support, threat monitoring, and
managed detection and response services.

H. Endpoint, Server, and Workload Security
e Endpoint detection and response, endpoint protection, server and workload protection,
malware prevention, endpoint hardening, managed endpoint security, and related
monitoring and response services.

I. Network Security
e Firewall, secure web gateway, network segmentation, remote access, zero trust network
access, intrusion detection/prevention, wireless security, DNS security, Internet security,
DDoS protection, network access control, and secure network architecture services.

J.  Cloud Security, Cloud Platform Security, and Cloud Governance
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e Cloud security assessments, cloud security architecture, cloud configuration reviews,
cloud workload protection, cloud security posture management, cloud governance, cloud
policy enforcement, cloud compliance monitoring, cloud identity and access controls,
container security, cloud logging and monitoring, secure architecture, landing zone
security, subscription and resource governance, policy configuration, role-based access
control, privileged access, compliance alignment, and remediation support for Azure or
similar cloud platforms and multi-cloud environments.

K. Collaboration and Productivity Platform Security
e Security and governance assessments, configuration reviews, implementation support,
monitoring, data protection, identity integration, external sharing controls, audit and
logging configuration, retention and compliance support, and security roadmap
development for Microsoft 365 or similar productivity and collaboration platforms.

L. Email and Messaging Security
e Email security assessments, email gateway and filtering configuration, phishing
protection, domain protection (DMARC, DKIM, SPF), email authentication controls,
messaging security, business email compromise (BEC) prevention, spam and malware
filtering, email encryption, email data loss prevention, and related monitoring or
remediation support.

M. Application Security and Secure Development
e Secure software development lifecycle support, application security assessments, code
review, application penetration testing, APl security, DevSecOps support, security
requirements development, and remediation guidance.

N. Data Protection, Database Security, and Data Platform Governance
e Data loss prevention, encryption, key management, data classification, sensitive data
discovery, database security assessments, data platform security assessments, data lake
and lakehouse security, analytics platform governance, access controls, data sharing
controls, information protection, records and retention security considerations,
eDiscovery and audit support, insider risk considerations, and data security control
implementation.

0. Incident Response and Digital Forensics
e Incident response planning, incident response retainers, breach response support,
malware analysis, forensic investigation, evidence preservation, root cause analysis,
containment, eradication, recovery support, post-incident reporting, breach notification
coordination, regulatory notification support, crisis communications support, and cyber
insurance claims coordination.

P. Cyber Resilience, Backup, and Recovery Security
e Cyber recovery planning, ransomware readiness, backup security assessments,
immutable backup design, recovery testing, disaster recovery security reviews, tabletop
exercises, cyber crisis management planning, crisis communications framework
development, and business continuity alignment.

Q. Threat Intelligence and Threat Hunting
e Threat intelligence advisory, threat actor profiling, detection engineering, proactive
threat hunting, compromise assessments, attack surface monitoring, dark web or
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credential exposure monitoring, brand impersonation monitoring, typosquatting
detection, social media threat monitoring, and executive digital protection.

R. Third-Party and Vendor Cybersecurity Risk Management
e Vendor security assessments, due diligence support, SOC 2 or security report review,
contract security requirement and language development, third-party risk management
program development, ongoing vendor risk monitoring, supply chain security
assessments, software bill of materials (SBOM) review, sub-processor risk assessments,
and fourth-party risk considerations.

S. Security Awareness and Training
e Cybersecurity awareness training, phishing simulations, role-based security training,
executive training, board and executive cyber briefings, secure development training,
incident response training, insider threat awareness training, tabletop exercise
facilitation, and secure use of artificial intelligence training.

T. Security Architecture, Engineering, and Zero Trust Strategy

e Security architecture reviews, solution security design, secure configuration standards,
control design, technology selection support, implementation planning, security
engineering support for technology projects, zero trust maturity assessments, zero trust
architecture design, zero trust roadmap development, microsegmentation strategy,
continuous verification design, conditional access policy development, least-privilege
access design, zero trust implementation support, and alighment with zero trust
reference architectures and frameworks.

U. Artificial Intelligence Security and Governance
e Al security assessments, Al governance program support, secure use of generative Al,
large language model security, Al agent security, prompt and output security, Al data
protection, Al access controls, Al logging and monitoring, model and agent risk
assessments, Al vendor risk assessments, Al acceptable use controls, and security review
of Al platforms, copilots, agents, automation tools, and emerging Al technologies.

V. Low-Code, No-Code, Automation, and Agentic Workflow Security
e Security and governance assessments, environment strategy, data loss prevention,
connector governance, access control, monitoring, application lifecycle management,
and risk management for low-code/no-code platforms, automation tools, bots, agents,
and workflow automation services.

W. Insider Threat Program Support
e Insider threat program development, insider risk assessments, user behavior analytics,
insider threat detection and monitoring, data exfiltration prevention, privileged user
monitoring, insider threat policy development, insider threat awareness training, and
insider threat investigation support.

X. Mobile Device and Endpoint Mobility Security
e Mobile device management (MDM), mobile application management (MAM), mobile
device security policy development, mobile threat defense, secure mobile architecture,
mobile application security assessments, mobile device hardening, remote wipe and data
protection, and mobile security monitoring.

Y. Cryptography, PKI, and Certificate Management
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e Public key infrastructure (PKI) design and management, certificate lifecycle management,
TLS/SSL configuration and hardening, encryption strategy, key management,
cryptographic standards assessment, crypto agility planning, post-quantum cryptography
readiness, and certificate authority management.

Z. Cyber Insurance Advisory and Readiness
e Cyber insurance readiness assessments, insurability gap analysis, underwriting
preparation support, policy review and coverage analysis, claims preparation advisory,
risk quantification for insurance purposes, and alignment of security controls with insurer
expectations and requirements.

AA. Regulatory, Compliance, and Framework Alignment Support
e Support for cybersecurity requirements, control frameworks, regulatory obligations,
audit preparation, evidence collection, control mapping, and remediation tracking.

BB. Cybersecurity Staff Augmentation and Project Support
e Temporary or project-based cybersecurity personnel, technical specialists, analysts,
engineers, architects, project managers, and subject matter experts to support
cybersecurity initiatives. Cybersecurity Strategy, Governance, and Program Support.

5. Managed IT Services & IT Support Services

e 24/7 Proactive IT Managed Services

e Remote monitoring and management (RMM)

e Device lifecycle management

e Cloud & Hybrid Infrastructure Managed Services
e End-User IT Support & Helpdesk as a Service

6. Cloud Computing Services

A. Emphasis on Azure Cloud, Azure VM Solution, Azure Arc, Azure Functions & Logic Apps,
Microsoft Fabric SaaS Data Platform

e Cloud migration and strategy

e Public, private, and hybrid cloud solutions
e Infrastructure as a Service (laaS)

e Platform as a Service (PaaS)

e Cloud cost optimization

e Cloud-native application development

7. Data & Analytics Services

A. Emphasis on Azure Fabric, Data Lake, Synapse Analytics and Power Bl/Premium Embedded.
Power Bl report and dashboard development, data modeling and DAX optimization,
integrations with Oracle, SQL, Azure and Microsoft 365 and Dynamics 365 data sources,
embedded analytics and Power Bl Service configurations

e Data warehouse design and management
e Business Intelligence (BI) solutions
e Dataintegration and ETL services
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e Predictive analytics and machine learning
e Data governance and compliance

8. Consulting and Strategy Services

A

Consulting and Strategy Services may include advisory, planning, assessment, governance,
program management, organizational change management, and strategic consulting services
related to technology, cybersecurity, data, cloud, and business operations.

Services may include, but are not limited to, the following:

e [T strategic planning and technology roadmaps

e Enterprise architecture and technology assessments

e Digital transformation and business process improvement

e |T governance and operating model development

e Project, program, and portfolio management

e PMO establishment and support

e Organizational change management and user adoption

e Vendor evaluations, technology selection, and procurement support

e Risk, compliance, and governance consulting

e Business continuity and operational resilience planning

e Technology modernization and innovation assessments

e CIO, CTO, CISO, and executive advisory services

9. Atrtificial Intelligence, Automation and Integration Services

A.

RPA (Robotic Process Automation)

¢  Workflow automation
e Bot development and deployment
e RPA governance and optimization

Artificial Intelligence

e Al model development and training

e Natural Language Processing (NLP) solutions
e Computer Vision Applications

e Al-driven decision support

e Al-driven data analytics

Automation / BPA (Business Process Automation)

e Emphasis on Power Automate Design and Implementation, BPA with Microsoft 365 and
third-party connectors, Power Apps development (Canvas and Model-Driven), Integration
of Power Apps with SharePoint, Teams and Dataverse, Custom connectors and API
integration, governance and environment management for Power Platform

e Process mapping and optimization

e Low-code / no-code automation platforms

e Document and records automation

e Business Process Re-engineering

APl Management
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e APl design and implementation
e APl gateway and security
e APl lifecycle management
e Third-party system integrations

10. Value Added Reseller — VAR

e Hardware and Software procurements

e Bundled IT solutions with configuration services
e Vendor management and partnerships

e Pre-sales consultation and solution design

11. Enterprise Collaboration, Productivity and Digital Workplace Services

A. Enterprise Collaboration, Productivity and Digital Workplace Services may include advisory,
planning, implementation, migration, integration, governance, administration, support,
optimization, training, adoption, and managed services related to collaboration platforms,
content management systems, productivity technologies, employee experience solutions, and
modern workplace technologies.

B. Services may include, but are not limited to, the following:

e Collaboration and Productivity Platforms

e Microsoft 365, Google Workspace, and similar productivity platforms

e Microsoft Teams, Zoom, Slack, Webex, and unified collaboration solutions
e Email, calendaring, messaging, and communication platforms

C. Content Management and Digital Workplace Solutions

e SharePoint, intranet, extranet, and portal development

e Document management and knowledge management solutions
Records management and information governance

Content migration and collaboration platform modernization

D. Productivity Automation and Business Solutions

e Power Platform, low-code/no-code solutions, and workflow automation
e Business process automation and digital forms
e Integration with enterprise applications and cloud services

E. Artificial Intelligence and Digital Workplace Innovation

e Microsoft Copilot and other Al productivity solutions
e Al-assisted knowledge management and search
e Al governance, adoption, and change management

F. Identity, Endpoint, and Workplace Management

e Identity and access management integration
e Endpoint and device management
e Mobile workforce enablement and secure collaboration

OCERS RFQ — IT & Cybersecurity Services 18 of 23



G. Digital Workplace Strategy and Managed Services

Digital workplace assessments and strategy

User adoption, training, and change management
Managed administration and operational support
Platform governance and optimization

12. Oracle Database/WebLogic Services

A. Areas of Expertise: security, certs for TLS/SSL, JDK, WebLogic, WSLT, V3, oracle wallet, vendor
performance Issues, backups & recovery, log management, alerting, |.T. database services (all

platforms), maintenance, storage services, audit assistance, blocking services and monitoring.

B. Services to be provided, including but not limited to:

vi.

Vii.

viii.

Database administration. This includes security, patching, storage, optimization, lock/block
clearing and alerting to errors in logs or with transactions. Common Oracle database
administration of OCERS Production, Test and Development environments includes:

a. Installation and configuration of Oracle database software.
b. Database backup and recovery management.

c. Performance tuning and optimization.

d. Security management and user access control.

e. Patching and upgrading of Oracle database software.

f.  Monitoring and troubleshooting of database issues.

g. Capacity planning and database growth management.

h. Database replication and data synchronization.

i

Disaster recovery planning and implementation.

j. Database documentation and reporting.
TLS/SSL Certificate storage, renewal, and maintenance. This includes management of Oracle
Wallet, Java Key Stores, certificate authority facilitation and troubleshooting. Perform annual
updates to install new SSL certificates.
Weblogic administration. This includes patching and security configuration using java, wist
and the admin. Traffic is monitored and alerted by processes that are built and maintained.
Logs are consolidated and reviewed for any issues.
Apache Server administration and support.
Dev Ops automation with scripts on servers. This includes using languages dos batch, wist, c#,
and PowerShell to schedule backups, stats gathering, log compiling, and other server
maintenance issues.
Security maintenance and organization on all database servers. This includes being away or
PIl and access to any personal identifying information (Pll).
Assist operations with storage needs and assist security team with any oracle, jdk or apache
security details that arise from audits or scans.
Assist with design and expansion of reporting datasets data warehouse.
Assist in troubleshooting and resolving Oracle, WeblLogic, Apache and vendor application
performance issues and errors.
24/7 support and on-call availability (if applicable).
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EXHIBIT B

Statement of Qualifications Cover Page and Check List

(To be Submitted under Respondent Firm’s Letterhead)

[Respondent Name]
[Respondent Address]

By submitting this response and signing below, the undersigned hereby affirms and represents
respondent has reviewed the RFQ and SOQ requirements in their entirety, intends to comply with all
requirements, and has submitted a complete and accurate response to the best of respondent’s
knowledge.

Respondent specifically acknowledges the following:

1. Respondent possesses the required technical expertise and has sufficient capacity to provide the
services for the following service areas outlined in the RFQ. (please check all applicable
checkboxes)

[ Infrastructure Services & Hardware
[] Database Services
[] Backup, Disaster Recovery and Business Continuity Services
[] Telecommunications Services
U loT
[ Software & Application Services / Subscriptions
L] Web Services
[ Software development
Java Development Services
Cybersecurity Services
Managed IT Services & IT Support Services
Cloud Computing Services
Data & Analytics Services

Consulting and Strategy Services

OO0 odoodgd

Artificial Intelligence, Automation and Integration Services
L] Artificial Intelligence

(] Automation / Business Process Orchestration

] Robotic Process Automation (RPA)

L] API management
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L] Al Observability and Governance
] Value Added Reseller — VAR
L] Enterprise Collaboration, Productivity and Digital Workplace Services

[] Oracle Database/WebLogic Services

Respondent has no unresolved questions regarding the RFQ and believes that there are no
ambiguities in the scope of services.

Respondent has completely disclosed to OCERS all facts bearing upon any possible interests, direct or
indirect, that Respondent believes any member of OCERS, or other officer, agent, or employee of
OCERS presently has, or will have, in this contract, or in the performance thereof, or in any portion of
the profits thereunder.

Materials contained in the SOQ and all correspondence and written questions submitted during the
RFQ process are subject to disclosure pursuant to the California Public Records Act.

Respondent is not currently under investigation by any state of federal regulatory agency for any
reason.

Except as specifically noted in its SOQ, respondent agrees to all of the terms and conditions included
in the OCERS Services Agreement.

The signatory below is authorized to bind the respondent contractually.

[Date and Signature]
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EXHIBIT C
OCERS Services Agreement
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EXHIBIT D

Data Protection Addendum
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